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Access delegation enforces fine-grained security

SQL 
Engine
BigQuery

External Connection

Files
Cloud Storage

BigLake 
Table

Data 
Analysts

Caution

● Users should not have access to the objects 

directly in Cloud Storage.

● Direct file access lets users bypass 

governance policies.

Storage Object 
Viewer

Service 
Account

Access delegation

● Decouples access to BigLake table from 

underlying data store, fine-grained security at 

table level.

● An external connection associated with a service 

account is used to connect to the data store.



Non-BigLake Table (Creation) BigLake Table (Creation)



BigLake Table (Creation)

Grant BQ Service Account 
access in GCS



BigLake TableNon-BigLake Table
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A view is a virtual table defined by a SQL query. 
Query results contain only the data from the 
tables and fields specified in the query that 
defines the view.
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Source Dataset
Source Table (10 columns)

Curated Dataset
Authorized View (3 columns)

Grant authorized view permission 
to access the source dataset
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Only workload_type=’Container’ is 
shown in the query result
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Masked Reader Role (Grant on Policy Tag) 

Fine-grained Reader Role (Grant on IAM page)
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Augment with BigQuery ML 
Scenario 1: [Remote Model] Document AI with BQML
Scenario 2: [Remote Model] Image Data Summarization with BQML
Scenario 3: [Native Model] Custom BQML Model



80% of enterprise data
is unstructured, trapped in images, PDFs, and 
audio files. Traditionally, this data was 
inaccessible to SQL-based analytics.

Multimodal BQML
We bridge the gap between data engineering 
and cognitive inference, enabling massive 
scalability without leaving the BigQuery 
ecosystem.

The Unstructured Challenge



Introducing Object Tables
An Object Table is a specialized external table in BigQuery that manages ObjectRef metadata for 
unstructured data stored in Cloud Storage, let you analyze unstructured data in Cloud Storage.


Consistent Metadata
Automatic tracking of size, URI, 
and timestamps.


Unified Security
IAM permissions govern both SQL 
access and file reads.


AI Native
Directly compatible with 
ML.GENERATE_TEXT.

Introduction to object tables | BigQuery | Google Cloud Documentation 

https://docs.cloud.google.com/bigquery/docs/object-table-introduction
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An Object Table is a specialized external table in 
BigQuery that manages ObjectRef metadata for 
unstructured data stored in Cloud Storage, let you 
analyze unstructured data in Cloud Storage.

Introduction to object tables | BigQuery | Google Cloud Documentation 

https://docs.cloud.google.com/bigquery/docs/object-table-introduction
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Scenario 1: Document AI with BQML

Architecture Overview



Scenario 1: Document AI with BQML

Step1. Upload invoice PDFs to GCS



Scenario 1: Document AI with BQML

Step2. Create Document AI Processor: Invoice Parser
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Step2. Create Document AI Processor: Invoice Parser



Scenario 1: Document AI with BQML

Step3. Create BigQuery External Connection & Assign IAM



Scenario 1: Document AI with BQML

Step 4. Create BigQuery Model
SQL Editor - 

BigQuery

CREATE OR REPLACE MODEL

`<Project_Name>.<Dataset_Name>.doc_model`

REMOTE WITH CONNECTION `<Project_Name>.us.doc_conn`

OPTIONS (

REMOTE_SERVICE_TYPE = 'CLOUD_AI_DOCUMENT_V1',

DOCUMENT_PROCESSOR = ‘<Processor_ID>’

);

Query ready to run



Scenario 1: Document AI with BQML

Step 5. Create Object Table

Query ready to run

SQL Editor - BigQuery

CREATE EXTERNAL TABLE 

`<Project_Name>.<Dataset_Name>.doc_object_table`

WITH CONNECTION `<Project_Name>.us.doc_conn`

OPTIONS(

 object_metadata = 'SIMPLE',

 uris = ['gs://<Bucket_Name>/*’]

);

Query ready to run



Scenario 1: Document AI with BQML

Step 6. ML.PROCESS_DOCUMENT

Query ready to run

SQL Editor - BigQuery

CREATE OR REPLACE TABLE `<Project_Name>.<Dataset_Name>.parsed_table`

AS

SELECT *

FROM ML.PROCESS_DOCUMENT(

 MODEL `<Project_Name>.<Dataset_Name>.doc_model`,

 TABLE `<Project_Name>.<Dataset_Name>.doc_object_table`

);

Query ready to run



Scenario 1: Document AI with BQML

Step 7. Data Studio Dashboard



Scenario 1: Document AI with BQML

Architecture Overview



Augment with BigQuery ML 
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https://storage.googleapis.com/cloud-samples-data/bigquery/tutorial
s/cymbal-pets/images/aquaclear-aquarium-co2-system.png 

Image Description

Image Public GCS 

https://storage.googleapis.com/cloud-samples-data/bigquery/tutorials/cymbal-pets/images/aquaclear-aquarium-co2-system.png
https://storage.googleapis.com/cloud-samples-data/bigquery/tutorials/cymbal-pets/images/aquaclear-aquarium-co2-system.png
https://console.cloud.google.com/storage/browser/cloud-samples-data/bigquery/tutorials/cymbal-pets/images


CREATE OR REPLACE CONNECTION 

`.us.cymbal_connection` OPTIONS( connection_type 

= 'CLOUD_RESOURCE' );

This creates a Resource Connection 

Service Account. Grant this account the 

Vertex AI User role in IAM.

Scenario 2: Image Data Summarization with BQML

Step 1. Create Connection



LOAD DATA OVERWRITE demo_bqml.cymbal_products

FROM

 FILES(

   format = 'avro',

   uris = [

     

'gs://cloud-samples-data/bigquery/tutorials/cymba

l-pets/tables/products/products_*.avro']);

Scenario 2: Image Data Summarization with BQML

Step 2. Load Product Info



CREATE EXTERNAL TABLE 

demo_bqml.cymbal_product_images

  WITH CONNECTION `us.cymbal_connection`

  OPTIONS (

    object_metadata = 'SIMPLE',

    uris = 

['gs://cloud-samples-data/bigquery/tutorials/cymbal

-pets/images/*.png'],

    max_staleness = INTERVAL 30 MINUTE,

    metadata_cache_mode = AUTOMATIC);

Scenario 2: Image Data Summarization with BQML

Step 3. Create Product Image Object Table



CREATE OR REPLACE TABLE 

demo_bqml.cymbal_products_mm

AS

SELECT cymbal_products.* EXCEPT (uri), ot.ref AS 

image FROM demo_bqml.cymbal_products

INNER JOIN demo_bqml.cymbal_product_images ot

ON ot.uri = cymbal_products.uri;

Scenario 2: Image Data Summarization with BQML

Step 4. Inner Join both

Product Info
Product 
Image 

Metadata

uri



Scenario 2: Image Data Summarization with BQML

Step 5. Register Gemini Model

CREATE OR REPLACE MODEL `demo_bqml.gemini`

  REMOTE WITH CONNECTION `us.cymbal_connection`

  OPTIONS (ENDPOINT = 'gemini-2.0-flash');

Vertex AI Integration

This entry in the Model Registry allows 

BigQuery to send inference requests to 

Vertex AI endpoints via standard SQL 

syntax.



Scenario 2: Image Data Summarization with BQML

Step 6. Generate image_description by inferencing Gemini 

The AI.GENERATE_TABLE function is a 
BigQuery SQL command that allows you to use 
generative AI model to transform unstructured 
data, such as raw text or images, directly into a 
structured table format. 



Scenario 2: Image Data Summarization with BQML

Step 7. Review

https://storage.googleapis.com/cloud-samples-data/bigquery/tutoria
ls/cymbal-pets/images/aquaclear-aquarium-co2-system.png 

Gemini Generated Image Description:

The image displays a laboratory setup with a clear 
glass Aquaclear brand device featuring a spiral 
internal structure. A transparent tube connects this 
device to a regulator with a gauge and a black 
adjustment knob, all set against a gradient gray 
background.

https://storage.googleapis.com/cloud-samples-data/bigquery/tutorials/cymbal-pets/images/aquaclear-aquarium-co2-system.png
https://storage.googleapis.com/cloud-samples-data/bigquery/tutorials/cymbal-pets/images/aquaclear-aquarium-co2-system.png
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Demo BQML–Predict NYC taxi fares using BQML
In this demo, we'll build a model to predict taxi fares in NYC using one of 
BigQuery's public datasets nyc-tlc.yellow.trips. 

Category Key Columns Description

Time pickup_datetime, dropoff_datetime The precise date and time when the meter was engaged and 
disengaged.

Location pickup_longitude, pickup_latitude / 
PULocationID

The longitude/latitude (older data) or TLC Taxicab Boundary Zone 
(newer data) where the trip began/ended.

Fare fare_amount, tip_amount, tolls_amount The cost components: base fare, credit card tips, and bridge/tunnel 
tolls.

Trip 
Details

passenger_count, trip_distance The number of passengers (driver-entered) and the elapsed trip 
distance reported by the taximeter.

Payment payment_type A numeric code signifying how the passenger paid (e.g., 1=Credit 
Card, 2=Cash).



Scenario 3: Custom BQML Model

Step 1. Create Dataset



Scenario 3: Custom BQML Model

Step 2. Create/Train Model



Scenario 3: Custom BQML Model

Step 3. Evaluation
Metric Definition & Meaning

Mean absolute 
error (MAE)

The average of the absolute differences between the predicted 
fare and the actual fare. On average, your predictions are off by 
$2.53.

Mean squared 
error (MSE)

The average of the squared differences. Because it squares the 
error, it penalizes large outliers more heavily than MAE.

Mean squared 
log error

Measures the relative error between the log of the predicted 
and actual values. It is useful when the target values have a 
wide range.

Median 
absolute error

The median of all error magnitudes. 50% of your predictions 
have an error of less than $2.01. It is more robust to outliers 
than MAE.

R squared The "Coefficient of Determination". It indicates that 82.04% of 
the variance in the taxi fare is explained by your model. Closer 
to 1.0 is better.



Scenario 3: Custom BQML Model

Step 4. Predict
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Thank You!


